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(57) ABSTRACT

A computer-implemented method for authorizing access by a
client application to a resource of a user maintained on a first
server computing system, the client application being imple-
mented on a second server computing system, includes
receiving a delegation message from the first server computer
system to initiate authorization of the access by the client
application, issuing an authorization message to the first
server computer system, the authorization message compris-
ing an authorization data package for redemption by the client
application, the authorization data package comprising first
through fourth integral delegation data indicative of the user,
the client application, the resource, and a timestamp, respec-
tively, receiving a redemption message from the second
server computing system comprising the authorization data
package, conducting an analysis of the authorization data
package, and sending an access token to the second server
computing system based on the analysis.
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1
AUTHORIZATION MESSAGING WITH
INTEGRAL DELEGATION DATA

BACKGROUND OF THE DISCLOSURE
Brief Description of Related Technology

Software applications are often designed to perform spe-
cific tasks, such as word processor applications for drafting
documents, or email programs for sending, receiving and
organizing email. In many cases, software applications are
designed to interact with other software applications or other
computer systems. For example, a client computer system
may connect to a server computer system in a data center to
access application information. The server computer system
may be configured to ask the client computer system for some
type of authentication to verify that the client computer sys-
tem is authorized to access the requested application infor-
mation. For instance, if a client computer system wants to
access email information on an email server, the email server
may ask the client computer system to supply credentials,
e.g., a username and a password, to verify the user’s identity.

OAuth is a standard for authorizing third-party access to
server resources without forcing an end user to share creden-
tials with the third party. In a typical OAuth scenario, a client
application is authorized to access resources of an end user
maintained on a server computer system. The client applica-
tion may redeem a token to access the server resources. The
resources may then be used by the client application, despite
the client application not knowing the username and pass-
word of'the end user. For example, a financial reporting appli-
cation (the client application) redeems a token to access the
financial records of an end user available via a number of
services (the server resources). The responsibility for issuing
tokens and otherwise managing the authorization process is
often delegated to a third-party access control service.

SUMMARY OF THE DISCLOSURE

Methods, systems, and computer program products are
directed to authorizing access by a client application on one
server computer system to a resource of a user maintained on
another server computing system. Messaging to, from, and/or
between the server computer systems includes integral del-
egation data involved in the process of authorizing the access.

In accordance with one aspect of the disclosure, an autho-
rization message includes an authorization data package for
redemption by a client application. The authorization data
package, in turn, includes integral delegation data. An access
token is provided or sent based on an analysis of the authori-
zation data package.

This Summary is provided to introduce a selection of con-
cepts in a simplified form that are further described below in
the Detailed Description. This Summary is not intended to
identify key features or essential features of the claimed sub-
ject matter, nor is it intended to be used to limit the scope of
the claimed subject matter.

DESCRIPTION OF THE DRAWING FIGURES

For a more complete understanding of the disclosure, ref-
erence should be made to the following detailed description
and accompanying drawing figures, in which like reference
numerals identify like elements in the figures.

FIG. 1 is a block diagram of an exemplary system config-
ured for authorization messaging in a distributed authoriza-
tion service architecture in accordance with one embodiment.

10

15

20

25

30

35

40

45

50

55

60

65

2

FIG. 2 is a block diagram of an authorization server of the
system of FIG. 1.

FIG. 3 is a flow diagram of an exemplary computer-imple-
mented method for authorization messaging in accordance
with one embodiment.

FIG. 4 is a block diagram of a computing environment in
accordance with one embodiment for implementation of one
or more of the disclosed methods and systems.

While the disclosed systems and methods are susceptible
of embodiments in various forms, there are illustrated in the
drawing (and will hereafter be described) specific embodi-
ments of the invention, with the understanding that the dis-
closure is intended to be illustrative, and is not intended to
limit the invention to the specific embodiments described and
illustrated herein.

DETAILED DESCRIPTION

Methods, systems, and computer program products are
described for authorization messaging and other authoriza-
tion services. As described below, the authorization messag-
ing is equipped with built-in, constituent, or otherwise inte-
gral delegation data. Authorization codes, refresh tokens, and
other authorization messaging may thus be made self-con-
tained. The disclosed embodiments may be useful in connec-
tion with the issuance and redemption of authorization del-
egations, such as OAuth2 delegations.

The disclosed embodiments may enable and facilitate
authorization delegations in geographically or otherwise dis-
tributed systems or architectures, in which, for example, an
authorization server and a protected resource are separate
entities. As described below, the integral delegation data in
the authorization messaging may enable concurrent access,
e.g., between different instances of an authorization server.
The integral delegation data may additionally or alternatively
address synchronization delays between instances of an
authorization server. As a result, synchronization delays do
not hamper the creation or redemption of delegations.

The disclosed embodiments may alternatively or addition-
ally address scale issues presented by an authorization server
architecture. The integral delegation data in the authorization
messaging may support administrator consented applica-
tions. Such administrator consent may be useful in large
enterprises. Instead of thousands of per-user delegation
entries, a single delegation entry associated with the admin-
istrator may establish consent for a particular client applica-
tion. Such administrator consent may apply to all users for a
given tenant or other entity, which may be identified in the
integral delegation data. The single delegation entry may be
associated with any group of users, e.g., all of the users within
a security realm or group, or some other subset of users. The
administrator consent notwithstanding, the authorization
codes, refresh tokens, or other authorization messaging may
include or specify data identifying the respective user. In fact,
user account status may be verified when registering and/or
redeeming delegations, thereby providing additional security.

The term “delegation data” is used in the sense that the data
may correspond with the data typically stored or otherwise
managed or processed by a service to which authorization
and/or access control services are delegated. For example, the
delegation data may correspond with the data stored in a
delegation database, table, or other data store.

Notwithstanding any references herein to various commer-
cially available services or software products, the disclosed
embodiments are not limited to any particular provider of
access control or authorization services or software products.
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For example, the disclosed embodiments may be useful in
and/or with a variety of different authorization service pro-
viders.

FIG. 1 depicts an environment in which a system 100 is
configured to authorize access by a client application in a
distributed authorization service architecture. The system
100 includes a number of authorization servers 102 config-
ured to provide authorization messaging and other authoriza-
tion services. As described below, the authorization servers
102 are in networked communication with one another to
provide the access control services. In this example, two
instances of the authorization servers 102 are depicted. The
instances may be geographically distributed. In this example,
one of the authorization servers 102 is located in time zone
(TZ) 1, while the other authorization server 102 is located in
time zone (TZ) 2. Each authorization server 102 may include
one or more server computers or computing systems. For
example, each authorization server 102 may be implemented
in a data center. The system 100 may include any number of
authorization servers 102 distributed in various geographic or
other arrangements. The authorization servers 102 may be
configured to provide the access control services as part of a
cloud-based architecture, such as the architecture provided
via the MICROSOFT® WINDOWS AZURE™ cloud plat-
form. Thus, in some examples, the authorization services may
be provided via the MICROSOFT® WINDOWS AZURE™
AD Access Control Service (or ACS).

The authorization servers 102 and other components of the
system 100 are configured to enable an owner of a protected
resource 104 to provide consent to the client application to
access the protected resource 104. The protected resource 104
may maintain data hosted by a service implemented by one or
more server computers. In this example, the protected
resource 104 includes an application server 106 and an autho-
rization server 108 for controlling access to the services pro-
vided by the application server 106. The data or other
resources may be maintained by or on the application server
106 or other server (e.g., a database management server) of
the protected resource 104.

The protected resource data may be any type of data. For
example, the protected resource data may include an indi-
vidual’s bank account records, photographs, or email
account. The individual may access such data via a website
supported by the application server 106 after a login or pro-
cess in which user credentials are provided to the authoriza-
tion server 108. The configuration of the protected resource
104 may vary from the example shown. For example, the
services of the application server 106 and the authorization
server 108 may be provided by a common server computer or
otherwise integrated to any desired extent.

The authorization servers 102 and other components of the
system 100 are delegated the responsibility for managing
access to the protected resource 104 by the client application.
The owner of the protected resource 104 may also be auser of
the client application wishing to access the protected resource
104. The client application is implemented on one or more
client application servers 110. In this example, the client
application is implemented on two instances of the client
application servers 110, an Instance A and an Instance B.
Each instance ofthe client application server 110 may include
one or more server computers configured to implement the
client application for a particular geographic area, for a par-
ticular type of device (e.g., personal computer, mobile phone,
or other mobile device), and/or for other user scenarios. In
one example, instance A of the client application server 110 is
geographically near the instance of the authorization server
102 located in time zone 1. Instance B of the client application
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server 110 may then be geographically near the instance of
the authorization server 102 located in time zone 2. Commu-
nications between the authorization servers 102 and the client
application servers 110 may thus be arranged in accordance
with the geographic distribution of the various servers. How-
ever, the arrangement and configuration of the client applica-
tion servers 110 may vary.

The authorization process may enable scenarios in which
the user/resource owner provides consent to the client appli-
cation to access the user’s data maintained by the protected
resource 104. Such consent may be provided in several ways,
including, for instance, prior consent, runtime consent for a
present request, and runtime consent for present and future
requests. In prior consent cases, the client application may
make use of an existing recorded consent and request access
to the protected resource 104. In runtime consent for present
requests, the client application may receive a one-time access
token to access the protected resource data. In runtime con-
sent for present and future requests, the client application may
receive a long-lived refresh token or a short-lived authoriza-
tion code, which may be redeemed for a long-lived refresh
token. Access to the protected resource data is thus enabled.

Control of the authorization process is delegated to the
system 100. The authorization servers 102 provide the autho-
rization services for the various types of consent scenarios.

The control of the authorization process includes or
involves messaging between the server computers or other
components of the authorization servers 102, the protected
resource 104, and the client application servers 110. The
messaging may support the above-referenced and other con-
sent scenarios.

The messaging may be implemented in accordance with
the OAuth or OAuth2 protocols or other standards. For
example, in OAuth2 delegation scenarios, the protected
resource 104 requests one of the authorization servers 102 to
register a delegation. Delegation may be registered as a rela-
tionship between the client application and the protected
resource 104, after obtaining the user’s consent. The client
application (e.g., the client application server 110) may then
be handed an authorization code or refresh token that the
client application can redeem at one of the authorization
servers 102 for an access token that allows the client applica-
tion to access the user’s data at the protected resource 104.
Notwithstanding the foregoing, the disclosed embodiments
may be useful in systems, architectures, or environments
configured in accordance with other protocols or standards.

Intypical OAuth implementations, the authorization codes
and refresh tokens are unique handles that are stored at the
authorization server 102. When an access token is to be
issued, the handles are used to look up a delegation entry in a
delegation database 112 or other data store of the authoriza-
tion server 102. This typical approach may be problematic
due to the separated nature of the protected resource 104 and
the authorization server 102. Problems may arise upon con-
current requests for delegation authorization codes or refresh
tokens from the various servers of the client application,
and/or concurrent requests to redeem the authorization codes
at different instances of the authorization server 102. Such
requests may result in the creation of multiple delegation
relationship entries in the delegation database 112, which
may be onerous for management. New requests may over-
write the handles in the previously existing delegation entries,
thereby resulting in runtime failures when the client applica-
tion attempts to redeem a stale authorization code/refresh
token handle.

The geographic distribution of the authorization servers
102 may give rise to further challenges. Delegation entries
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registered at one instance of the authorization server 102 may
not be immediately redeemable at another instance. As
described below, the delegation entries are synchronized
across the instances of the authorization server 102. A time
lag to complete the synchronization from the original
instance to the others may result in access denials.

The delegation database 112 may be a local store of autho-
rization data for each authorization server 102 of the system
100. Each delegation database 112 may include one or more
tables (or other groups) of delegation data. In this example,
the delegation database 112 includes a table 114 for authori-
zation code registrations. Each entry or record 116 in the table
114 may be directed to storing the delegation data for a
respective user. As described below, the table 114 is config-
ured to support records for both administrators and end users
to facilitate group (or collective) and per-user authorizations,
respectively. In this example, the delegation database 112 also
includes a table 118 directed to storing delegation data for
refresh token registrations. The delegation data for refresh
token registrations may be the same as, or different than, the
data for other registrations. The configuration of the delega-
tion database 112 may vary. For example, the delegation data
for authorization code and refresh token registrations may be
integrated in a single table to any desired extent. Further
details regarding the fields or contents of the tables 114, 118
are set forth below.

Each authorization server 102 may include a processor 120
to implement one or more authorization and/or access control
services. As described below, the processor 120 may be in
communication with one or more memories to access instruc-
tions or instruction sets configured for implementation of
such services. For example, the processor 120 may be con-
figured via database management instructions to manage the
entry and other processing of registration data in the delega-
tion database 112.

The processor 120 may be configured to receive or
exchange delegation data for the delegation database 112 via
various authorization messaging. In this example, the system
100 includes a synchronization server 122 configured to dis-
tribute delegation data between the instances of the authori-
zation servers 102. The synchronization server 122 may
include a master delegation database 124 in which delegation
data for the system 100 is maintained. The processor 120 of
each authorization server 102 may accordingly be configured
to synchronize the local delegation database 112 with the
system-wide delegation data in the master delegation data-
base 124. The synchronization server 122 may alternatively
or additionally include a user directory database 126. The
synchronization server 122 may accordingly be configured to
provide online directory services for the system 100. Such
services may be useful in user account verification proce-
dures, as described below. Alternatively or additionally, the
synchronization server 122 is configured to support commu-
nications with a separate identity provider (not shown), such
as an enterprise or other server (e.g., MICROSOFT WIN-
DOWS LIVE ID® service, OpenlD, etc.), from which user
account status information may be obtained.

The above-described components of the system 100 are
operative to authorize access to the protected resource data by
the client application in accordance with the following mes-
saging scheme. At the outset, one of the client application
servers 110 sends an authorization request (“Auth Request™)
to the protected resource 104. Once the user provides creden-
tials to the protected resource 104, the protected resource 104
may send a delegation message to the authorization server
102 with instructions to create a delegation entry (“Create
Delegation™) or otherwise register an authorization delega-
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tion for the user. Upon receipt of, and in response to, the
delegation message, the authorization server 102 issues an
authorization message (“Auth Package”) to the protected
resource 104.

The authorization message may include a number of data
items. In some embodiments, the authorization message
includes or specifies a client ID, a client secret, and/or other
information specific to the client application or client appli-
cation server 110. In other embodiments, the client applica-
tion is already in possession of the client ID and the client
secret. In typical OAuth scenarios, an authorization code
and/or refresh token is sent to be redeemed by the client
application server 110. Rather than send a unique handle
representative of the authorization code or the refresh token,
the authorization server 102 incorporates an authorization
data package into the authorization message. Instead of the
unique handle (which would need to be used to look up one of
the delegation entries 116 in the delegation database 112), the
authorization data package includes or specifies some or all of
the delegation data that may otherwise be stored in the del-
egation database 112. The authorization data package may
specify information sufficient to otherwise identify and
define the delegation entry at runtime. For example, the user,
the protected resource 104 (or server thereof), and the client
application (or server 110 thereof) may be specified. Further
information, such as a timestamp, may also be specified as
described below. The delegation data may thus be a built-in,
constituent, or otherwise integral part of the authorization
message. With the integral delegation data, the delegation
database 112 need not store or issue a unique handle for the
delegation registration.

The authorization data package and the integral delegation
data thereof may take the place of, or serve as, the authoriza-
tion codes and refresh tokens in the remainder of the autho-
rization process. The authorization codes and refresh tokens
may thus be made self-contained. The authorization data
package may be configured as a binary large object (blob) or
other data package. Within the blob or other container or
package, the integral delegation data may be arranged in a
parameter string. For example, each item of integral delega-
tion data may be set forth as a query string parameter. Further
details regarding the contents, format, configuration, and
other characteristics of the authorization data package are set
forth below.

As shown in FIG. 1, the authorization message, including
the authorization data package and its integral delegation
data, is then passed from the protected resource 104 to the
client application server 110. The authorization data package
may thereafter be redeemed via a message sent from the client
application server 110 to the authorization server 102.

When the client application attempts to redeem the autho-
rization data package, the package contains information suf-
ficient to identify, for example, the user, the client application,
the protected resource 104, the rights of the client application
when accessing the protected resource 104, etc. The package
also contains information sufficient to allow the authorization
server 102 to issue an access token for the delegation rela-
tionship. When the client application attempts to redeem the
package at the authorization server 102, the authorization
server 102 may analyze the contents (e.g., fields) from the
package to uniquely match or otherwise identify a corre-
sponding entry in the delegation table 114, and issue a del-
egation access token on that basis.

With the integral delegation data in the authorization data
package, concurrent requests for authorization codes or
refresh tokens may be handled without reading or writing
records in the delegation database 112. In the example shown
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in FIG. 1, the two instances of the client application server
110 may concurrently request authorization. An authoriza-
tion data package is returned to instance B of the client appli-
cation server 110 without overwriting, deleting, or otherwise
modifying any records in the delegation database 112 asso-
ciated with the authorization of instance A of the client appli-
cation server 110. In one example, a mobile client may thus
obtain an authorization code at the same time as a desktop
browser client. The reading and writing of records in the
delegation database 112 is avoided even if the protected
resource 104 sends another message (not shown) to the autho-
rization server 102 to create a delegation entry. Such messag-
ing between the protected resource 104 and the authorization
server 102 for authorization of instance B of the client appli-
cation server 110 is not shown for ease in illustration.

The integral delegation data in the authorization data pack-
age may alternatively or additionally address synchronization
challenges within the system 100. The authorization data
package may be presented for redemption as an authorization
code or refresh token before the synchronization server 122
has been able to complete the synchronization. As shown in
FIG.1, instance B ofthe authorization server 102 may redeem
the authorization data package with the instance of the autho-
rization server 102 in time zone 2, regardless of whether the
local delegation database 112 of that instance is yet updated
with the current delegation registration records. In other
examples, the authorization data package may be simulta-
neously redeemed at geographically distributed instances of
the authorization server 102 immediately upon creation. The
client application need not wait out a synchronization delay
before redeeming or acting upon a newly created delegation
authorization.

In some embodiments, a registration or other entry or
record in the delegation database 112 is created for the first
instance of the client application server 110 to request the
protected resource data. Subsequent requests from other
instances are then not recorded. Such subsequent requests
may be handled without creating a large number of entries or
records in the delegation database 112. Scale issues that may
otherwise arise from, e.g., an end user having multiple
devices to access the protected resource data, may be avoided.
Alternatively, multiple entries may be recorded if, for
instance, space is not a concern. Any unnecessary data may be
collected or removed at a later point. While delegation entries
need not be recorded in the delegation database 112 (because
the data is provided via the authorization data package), in
some embodiments, recording of delegation entries in the
delegation database 112 may be useful in connection with
supporting various monitoring or management functions. For
example, the delegation entry data may support monitoring
the users or client applications that have been provided
access. Writing the delegation data to the delegation database
112 allows the system 100 to read the delegation database 112
later to identify the delegations for these and other purposes.

Although the integral delegation data provides a self-con-
tained delegation registration, the delegation data may none-
theless be stored as an entry or record in the delegation data-
base 112 and/or other data store(s) in communication with the
processor 120. The delegation entry or record may then be
synchronized across the local and master databases or stores
of the other instances of the authorization server 102. The
authorization may be registered via such storage despite the
delivery of the delegation data in the authorization data pack-
age, and despite that the processor 120 may be configured to
send the access token based on the analysis of the authoriza-
tion data package rather than whether the record is available
to the processor 120 or present in the database 112.

10

15

20

25

30

35

40

45

50

55

60

65

8

The authorization data package may be configured as an
authorization code or as a refresh token. The type of delega-
tion entry—authorization code or refresh token—may be
indicated by the integral delegation data. The authorization
data package may include a respective field, flag, or other
element directed to specifying the type of delegation entry.
Alternatively or additionally, the authorization data package
is configured with fields directed to establishing the terms of
the delegation entry, and, in so doing, imply the type of
delegation entry. For example, the authorization data package
may include fields directed to specifying authorization code
start and end dates, as well as one or more fields directed to
specifying a duration of the refresh token (e.g., start and end
dates for the period in which the refresh token is valid). The
presence or absence of data in such fields may be used to
establish the type of delegation entry.

One or more of the above-identified fields in the authori-
zation data package may be used to address the synchroniza-
tion delay challenge. The authorization servers 102 may be
configured to accept an attempt to redeem an authorization
data package as an authorization code (even though the del-
egation database 112 has yet to include a corresponding del-
egation entry due to a synchronization delay), if the authori-
zation code start date indicates a time within a tolerance
window of, e.g., five or 10 minutes. The authorization code
may be deemed valid if redemption occurs within the toler-
ance window. Other integral delegation data in the authoriza-
tion data package may be used as timestamp data for this
purpose or other purposes. The timestamp and other date/time
data may be set forth in coordinated universal time (UTC).

In addition to timestamp and other duration-related data,
the contents of the integral delegation data may specify a
number of other items for the authorization registration. For
example, in some cases, the scope of the authorization may be
specified. The scope information may indicate the rights that
the client application has when accessing the protected
resource 104 on the user’s behalf. The scope may be estab-
lished in other or additional ways, including, for instance, as
apolicy of the protected resource 102 or in accordance with a
default scope for an organization or enterprise with which the
user is associated. The integral delegation data may specitfy an
identity provider for the user for these and/or other purposes.
As described below, the identity provider information may be
used to validate the account status of the user before issuing
an access token. Still other fields within the integral delega-
tion data may specify a redirect uniform resource identifier
(URI) for the client application, version information for the
authorization data package, and/or other delegation informa-
tion items.

The integral delegation data may be set forth in the autho-
rization data package in a series of name-value pairs. In some
embodiments, the series is set forth in a parameter string,
which may be arranged in a Javascript Object Notation
(JSON) format. Other formats may be used. The parameter
string or other form of the integral delegation data may be
signed by the authorization server 102. The signing of the
authorization data package may be used by the authorization
server 102 for authentication of the blob or other authoriza-
tion data package at redemption. A hash-based message
authentication code (HMAC), such as SHA256, may be used
for signing. Other functions or formats may be used. The
integral delegation data may be wrapped in a variety of con-
tainers, and need not be arranged as a blob within the autho-
rization messages.

The integral delegation data may be compressed to limit or
reduce the size of the authorization data package. Any com-
pression technique may be used. In some embodiments, a
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Deflate algorithm or other lossless data compression algo-
rithm or technique is applied to the integral delegation data.

The contents of the authorization data package are not
made available to the protected resource 104 or the client
application server 110. The integral delegation data may be
cryptographically protected by the authorization server 102
or otherwise made opaque to entities outside of the authori-
zation server 102 before transmission to the protected
resource 104. The authorization data package may be
encrypted in a variety of ways. For example, the Advanced
Encryption Standard (AES) 256 may be used for encryption.
The encryption may occur before or after the compression
and/or signing. In some embodiments, the integral delegation
data is encrypted after the integral delegation data is serial-
ized into a parameter string and/or otherwise compressed.

The incorporation of an authorization data package in the
authorization messaging may be used to address other prob-
lems that often arise in delegation scenarios involving large
enterprises or organizations. For a business or other large
organization or enterprise, consent for access by a client
application may be established for thousands of users, which
may give rise to a number of scale issues for the delegation
database 112 and/or other components of the system 100.
Such scale issues may be addressed by configuring the autho-
rization data package to include further integral delegation
data indicative of a consent type of the authorization. The
consent type may identify whether an administrator set up the
authorization on behalf of a plurality of end users of the
enterprise, or whether the registration is specific to a particu-
lar end user. The integral delegation data may include a field
or other item in the authorization data package to expressly
indicate the consent type (e.g., Administrator or User), or the
consent type may be implied or indirectly indicated by
another field. For example, the information specifying the
identity provider may be used to establish the consent type.

The consent type data allows the authorization server 102
to establish enterprise-wide consent via a delegation registra-
tion request sent by the administrator of the organization on
behalf of the end users. In some embodiments, the delegation
may be recorded in connection with the registration of a new
client application with the system 100. Alternatively, an
Administrator delegation may be registered at runtime (e.g.,
upon first use) of the client application. For example, a reg-
istration requestor (or recipient of a request) may have knowl-
edge that the application is administrator-consented and,
accordingly registers a single delegation entry for all appli-
cable end users. The delegation registration request may be
received and processed by the authorization server 102 to
create a single Administrator delegation entry or record in the
delegation database 112 for the entire organization. As shown
in the example of FIG. 1, the table 114 is configured such that
each record specifies a consent type, a user ID, a client appli-
cation, and a protected resource (PR). Each record may
include additional fields, such as a timestamp field. The entry
may then be used to support future authorizations for an
enterprise-wide number of users.

Once the administrator registration is stored in the delega-
tion database 112, there is no need to register separate per-
user delegation entries to record individual user consent. The
authorization server 102 may recognize that an authorization
request is emanating from an end user of an enterprise for
which administrator consent has been previously provided.
For example, the authorization server 102 may rely on the
user ID of the end user to correlate the request with the
previous consent. Records on a per user basis in the delega-
tion database 112 need not be entered in such cases. Scale and
security issues for the delegation database 112 and other
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system components may thus be avoided during runtime and
other management of the authorization registrations.

While per user records are not entered, an authorization
data package is nonetheless issued in response to an authori-
zation request from an end user of the organization. If the
authorization server 102 receives a request for an authoriza-
tion code or a refresh token for a particular end user to utilize
an administrator-consented client application, and an admin-
istrator-consented delegation entry exists in the delegation
database 112, then the authorization server 102 issues an
authorization blob or other authorization data package based
on the delegation entry. The package may include integral
delegation data identifying the end user (e.g., a user ID), such
that, upon redemption of the package, the access token is
customized for the end user (e.g., contains the per-user infor-
mation in whose context the client application can access the
protected resource 104). When the authorization data pack-
age is redeemed to obtain an access token, the consent type
information in the authorization data package may be ana-
lyzed by the authorization server 102, along with the user ID
of the end user, to issue an access token for the protected
resource data specific or appropriate to that end user. User-
specific access is provided without having to store and man-
age thousands of entries in the delegation database 112 for
each individual end user in the organization.

The integrated delegation data in the authorization data
package may also be useful in connection with other chal-
lenges presented by authorization registrations in enterprise
user scenarios. In short, an individual user may leave the
organization, after which redemption of the user’s delegation
may become a security issue for the enterprise. Refresh
tokens may be valid for a fairly long time period (e.g., ranging
from hours to years). Once the client application obtains a
refresh token for a given user, the client application may
redeem this refresh token repeatedly to request access tokens
for the user’s data at the protected resource 104. During this
time period, the user may have left the enterprise or organi-
zation, or the user’s account may have been disabled for other
reasons. To mitigate this security issue, the authorization
server 102 may be configured to verify that the user’s account
remains valid or active before allowing redemption of an
authorization code/refresh token.

The user account status may be verified at the point of
delegation registration and/or redemption. Either way, user
account status is verified before issuing a delegation access
token to the client application. For per-user delegations, user
information for the status check may be obtained from the
delegation entry in the delegation database 112. For admin-
istrator consented delegations, the user information may be
obtained from the blob or other authorization data package at
runtime.

The account verification may be implemented via a variety
of techniques. For example, for MICROSOFT ACTIVE
DIRECTORY® service or other cloud directory user
accounts, the application program interface (API) of the
directory, such as LogonUser, may be used to verify the user
account. In other examples, the authorization server 102 may
verify the account status via communications with the direc-
tory service 122 and/or the user directory database 126.

FIG. 2 depicts the authorization server 102 in greater detail
and in accordance with one embodiment. The authorization
server 102 may include a memory 130 or other storage device
in which a number of instruction sets are stored for execution
by the processor 120. The instruction sets may be arranged in
modules for implementation at various stages of operation. In
this example, a database manager module 132 may configure
the processor 120 to implement one or more database man-
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agement functions in connection with the delegation database
112. Such functions may include, for instance, adding, delet-
ing, or modifying a delegation entry or record in the delega-
tion database 112, and/or querying or otherwise accessing the
delegation database 112 to obtain delegation data.

The authorization server 102 may include an authorization
module 134 stored in the memory 130 to configure the pro-
cessor 120 to implement one or more delegation registration
functions. For example, the authorization module 134 may be
directed to initiating the creation of a delegation entry in
response to a delegation message from the protected resource
104 (FIG. 1). Alternatively or additionally, the authorization
module 134 may configure the processor 120 to generate and
issue the authorization code/refresh token blob or other
authorization data package described herein. The issuance of
the authorization data package may be in response to the
delegation message, with the authorization data package
including the constituent, built-in, or otherwise integral del-
egation data as described above.

In the embodiment of FIG. 2, the authorization module 134
includes a messaging module 136 to support messaging and
other communications with the protected resource 104 and
the client application server 110. The messaging module 136
may configure the processor 120 for receiving and transmit-
ting the various authorization messages described herein,
including the issuance of the authorization message to the
protected resource 104 with the authorization data package
and integral delegation data therein.

The authorization server may also include a redemption
analysis module 138 stored in the memory 130 to configure
the processor 130 to implement an analysis of the authoriza-
tion data package upon redemption. The analysis may be
conducted in response to a redemption message from the
client application server 110 (FIG. 1). The redemption mes-
sage includes the authorization data package, as described
above. The analysis may include an evaluation of the integral
delegation data to determine whether an access token is to be
issued. Further details regarding an exemplary analysis are
provided below. The analysis may include multiple evalua-
tions of the integral delegation data. For example, the analysis
may include a verification of an account status of the user, as
described herein.

The redemption analysis module may also configure the
processor 130 to send (e.g., cause the messaging module 136
to send) an access token based on the analysis. In some cases,
e.g., during a synchronization delay, the redemption analysis
module 138 may configure the processor 130 to send the
access token based on the analysis rather than whether a
corresponding delegation entry or record is located by, or
otherwise available to, the processor 130.

In one embodiment, the authorization server 102 may be
configured by the above-described modules (or other instruc-
tions or instruction sets) to support concurrent authorization
operation and/or address other scenarios arising from mul-
tiple clients, multiple authorization servers, or an otherwise
distributed architecture. In this example, when the authoriza-
tion server 102 receives a request to register a delegation
entry, the authorization server 102 may determine whether a
delegation already exists for the information identified by the
request. Such information may correspond with some of the
delegation data described above. For example, the request
may provide information indicative of a consent type (e.g.,
administrator or end user), a user ID, a client ID, and a
protected resource ID. Such information may be arranged in
a {ConsentType, User, ClientApp, Resource} tuple specified
by or otherwise included in the request. If a delegation does
not exist, the authorization server 102 creates a new delega-
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tion entry, e.g., in the delegation database 112 (FIG. 1), and
issues a short-lived authorization code to the server request-
ing the delegation. The authorization code is modeled or
configured as a blob or other authorization data package as
described above. If a delegation does exist, the authorization
server 102 issues a new short-lived authorization code based
on the existing delegation entry.

On redemption, if a delegation entry exists for the {Con-
sentType, User, ClientApp, Resource} tuple identified by the
blob or other authorization data package, the authorization
server 102 honors the authorization code package and issues
an access token and a refresh token to the client. The autho-
rization server 102 need not store authorization codes or
refresh tokens in the delegation database 112 (FIG. 1). Thus,
the authorization process allows for multiple authorizations
(or authorization codes) to be active or issued concurrently,
each of which may be valid for a very short lifetime. If a
delegation entry does not exist for the tuple, the authorization
server 102 may nonetheless issue an access token to the client
based on the integral delegation data supplied in the authori-
zation data package as described herein.

The issuance of refresh tokens may be similar. The refresh
token may also be modeled as a blob or other authorization
data package, similar to the authorization code. The refresh
token blob or other package may include integral delegation
data specifying a start date, an end date and a tuple used to
uniquely identify a corresponding delegation entry. For
example, the integral delegation data in the tuple may specify
information, such as a consent type, a user 1D, a user name
identifier, a user identity provider, a client application, a pro-
tected resource, and a scope of access rights.

If a delegation registration has been revoked, an entry or
record is no longer present in the database. The authorization
server 102 accordingly declines to issue any further access
tokens to clients based on the authorization code or refresh
token. For these and other reasons, the authorization codes
and refresh tokens need not be stored in the database.

Additional, fewer, or alternative instruction sets or mod-
ules may be stored in the memory 130. For example, the
instructions of the authorization module 134 and the redemp-
tion analysis module 138 may be integrated to any desired
extent.

In some embodiments, the authorization server 102 shown
in FIGS. 1 and 2 may be distributed over multiple server or
other computing systems or devices. For example, the pro-
cessor 120 may include multiple processors, servers, or other
computers in networked communication with one another,
and configured to execute the above-described instruction
sets in either collective or respective fashion. In one exem-
plary embodiment, the authorization module 134 may be
executed by one of the processors or other computers, while
the redemption analysis module 138 may be executed by a
different one of the processors or other computers. Such
distributed processing may arise, for example, in architec-
tures having geographically or otherwise distributed authori-
zation services. The authorization server 102 issuing the
authorization data package need not be the same authoriza-
tion server 102 that handles the redemption of the authoriza-
tion data package. The processor 120 may include such mul-
tiple instances of the authorization server 102.

FIG. 3 depicts an exemplary method of authorizing access
by a client application to a resource of a user maintained on a
server computing system, such as the protected resource 104
(FIG.1). The client application is implemented on a different
server computing system, such as the client application server
110 (FIG. 1). The access may be authorized by an access
control or authorization service, such as the authorization
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server 102 (FIG. 1). The method is computer-implemented.
For example, one or more instances of the authorization
server 102 may be configured to implement one or more of the
acts of the method. The implementation of each act may be
directed by respective computer-readable instructions
executed by one or more processors of the authorization
server 102 and/or another processor or processing system.

In some cases, the method may begin with any number of
acts directed to initializing or setting up a delegation data-
base. For example, one or more database entries or records
may be created or stored in accordance with an administrator-
based consent to authorize access one or more protected
resources.

In the embodiment of FIG. 3, the method begins with an act
200 in which an access request or other delegation message is
received from a protected resource (PR) application or server.
The access request may be configured to trigger or initiate the
delegation of access control for authorizing access by a par-
ticular client application or client application server. As
described above, a delegation entry in a delegation database
may be created in an act 202 in response to the request. The
creation of the entry registers the authorization delegation for
a particular user and client in connection with the respective
protected resource from which the delegation request is
received. In some cases, the act 202 includes a verification of
user account status in an act 204. The verification may be
implemented in both administrator-consented delegations as
well as per user delegations.

In act 206, an authorization message is issued in response
to the delegation message. The authorization message is sent
to the protected resource application or server for redemption
by the client application or server. As described above, the
authorization message includes a blob or other authorization
data package, which, in turn, includes integral delegation
data. Such delegation data may be indicative of the user, the
protected resource, the client application, a timestamp, a con-
sent type, and/or other data. The integral delegation data may
be serially arranged, compressed, encrypted, and/or signed in
an act 208 as part of the issuance process. For example, the
delegation data may be serialized or otherwise arranged in a
parameter string. The parameter string may then be com-
pressed, encrypted, and signed.

The remainder of the method may be implemented during
a runtime period, which may occur shortly after the issuance
of the authorization message (e.g., within an authorization
code window) or during an extended time period (e.g., during
the term of a refresh token). In act 210, a redemption message
is received from the client application or server. As described
above, the redemption message includes the authorization
data package containing integral delegation data rather than
merely a unique handle. The redemption message may also
include additional information or data, such as a client ID and
client secret, that is not contained within the authorization
data package.

The reception of the redemption message may include the
decryption and decompression of the authorization data pack-
age in an act 212. Once decrypted and/or decompressed, the
authorization data package may be evaluated to confirm the
authenticity thereof. For example, the authenticity may be
confirmed by the presence of a signature of an authorization
server.

An analysis of the contents of the authorization data pack-
age may then be conducted. In the embodiment of FIG. 3, the
integral delegation data in the authorization data package may
be evaluated or otherwise analyzed in a series or set of deci-
sion blocks. One or more of the evaluations may involve data
other than the integral delegation data obtained from the
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authorization data package. For example, the integral delega-
tion data may be compared with, or otherwise evaluated in
light of, data from the delegation database and/or other data-
bases, such as user directory database.

The integral delegation data may be analyzed to determine
in a decision block 214 whether a corresponding delegation
entry is present in the delegation database for a user ID
specified in the integral delegation data. If yes, then control
passes to a block 216 in which an access token is issued based
on the entry in the delegation database and/or the integral
delegation data (provided that the authorization code or
refresh token provided via the authorization data package has
not expired or remains otherwise valid). If not, control passes
in this example to a decision block 218 in which the analysis
of'the integral delegation data determines the consent type of
the delegation entry specified in the integral delegation data.
If an administrator-based consent is found, then control
passes to a decision block 220 to determine whether a corre-
sponding administrator delegation entry is present in the del-
egation database. If yes, then the user ID is obtained in an act
222 from the integral delegation data. A decision block 224
may then verify an account status of the user. If the account
remains valid, then the access token may be issued or other-
wise sent in accordance with the act 216. If the account is no
longer valid, then an access token is denied in an act 226. The
act 226 is also implemented in the event that an administrator
delegation entry is not found during the analysis of the deci-
sion block 220.

The order of the acts of the method may vary in addition to
those variations identified above. For example, the integral
delegation data may be evaluated for the type of consent
before other steps in the analysis. In another example, the user
account status may be verified before other steps in the analy-
sis.

With reference to FIG. 4, an exemplary computing envi-
ronment 300 may be used to implement one or more aspects
or elements of the above-described methods and/or systems.
The computing environment 300 of FIG. 4 may be used by, or
incorporated into, one or more elements of the system 100
(FIG. 1). For example, the computing environment 300 may
be used to implement the authorization server 102 (FIG. 1),
and/or one or more of the other servers described above. The
computing environment 300 may be used or included as a
client, network server, application server, or database man-
agement system or other data store manager, of any of the
aforementioned elements or system components. The com-
puting environment 300 may be used to implement one or
more of the acts described in connection with FIG. 4.

The computing environment 300 includes a general-pur-
pose computing device in the form of a computer 310. Com-
ponents of computer 310 may include, but are not limited to,
a processing unit 320, a system memory 330, and a system
bus 321 that couples various system components including
the system memory to the processing unit 320. The system
bus 321 may be any of several types of bus structures includ-
ing a memory bus or memory controller, a peripheral bus, and
a local bus using any of a variety of bus architectures. By way
of example, and not limitation, such architectures include
Industry Standard Architecture (ISA) bus, Micro Channel
Architecture (MCA) bus, Enhanced ISA (EISA) bus, Video
Electronics Standards Association (VESA) local bus, and
Peripheral Component Interconnect (PCI) bus also known as
Mezzanine bus. The units, components, and other hardware
of computer 310 may vary from the example shown.

Computer 310 typically includes a variety of computer
readable storage media configured to store instructions and
other data. Such computer readable storage media may be any
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available media that may be accessed by computer 310 and
includes both volatile and nonvolatile media, removable and
non-removable media. Such computer readable storage
media may include computer storage media as distinguished
from communication media. Computer storage media
includes both volatile and nonvolatile, removable and non-
removable media implemented in any method or technology
for storage of information such as computer readable instruc-
tions, data structures, program modules or other data. Com-
puter storage media includes, but is not limited to, RAM,
ROM, EEPROM, flash memory or other memory technology,
CD-ROM, digital versatile disks (DVD) or other optical disk
storage, magnetic cassettes, magnetic tape, magnetic disk
storage or other magnetic storage devices, or any other
medium which may be used to store the desired information
and which may accessed by computer 310.

The system memory 330 includes computer storage media
in the form of volatile and/or nonvolatile memory such as read
only memory (ROM) 331 and random access memory
(RAM) 332. A basic input/output system 333 (BIOS), con-
taining the basic routines that help to transfer information
between elements within computer 310, such as during start-
up, is typically stored in ROM 331. RAM 332 typically con-
tains data and/or program modules that are immediately
accessible to and/or presently being operated on by process-
ing unit 320. By way of example, and not limitation, FIG. 4
illustrates operating system 334, application programs 335,
other program modules 336, and program data 337. For
example, one or more of the application programs 335 may be
directed to implementing the authorization module 134, the
redemption analysis module 138, and/or one or more of the
other instruction sets described above. In this or another
example, any one or more the instruction sets in the above-
described memories or data storage devices may be stored as
program data 337.

Any one or more of the operating system 334, the applica-
tion programs 335, the other program modules 336, and the
program data 337 may be stored on, and implemented via, a
system on a chip (SOC). Any of the above-described modules
may be implemented via one or more SOC devices. The
extent to which the above-described modules are integrated in
a SOC or other device may vary.

The computer 310 may also include other removable/non-
removable, volatile/nonvolatile computer storage media. By
way of example only, FIG. 4 illustrates a hard disk drive 341
that reads from or writes to non-removable, nonvolatile mag-
netic media, a magnetic disk drive 351 that reads from or
writes to a removable, nonvolatile magnetic disk 352, and an
optical disk drive 355 that reads from or writes to a remov-
able, nonvolatile optical disk 356 such as a CD ROM or other
optical media. Other removable/non-removable, volatile/
nonvolatile computer storage media that may be used in the
exemplary operating environment include, but are not limited
to, magnetic tape cassettes, flash memory cards, digital ver-
satile disks, digital video tape, solid state RAM, solid state
ROM, and the like. The hard disk drive 341 is typically
connected to the system bus 321 through a non-removable
memory interface such as interface 340, and magnetic disk
drive 351 and optical disk drive 355 are typically connected to
the system bus 321 by a removable memory interface, such as
interface 350.

The drives and their associated computer storage media
discussed above and illustrated in FIG. 4, provide storage of
computer readable instructions, data structures, program
modules and other data for the computer 310. For example,
hard disk drive 341 is illustrated as storing operating system
344, application programs 345, other program modules 346,
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and program data 347. These components may either be the
same as or different from operating system 334, application
programs 335, other program modules 336, and program data
337. Operating system 344, application programs 345, other
program modules 346, and program data 347 are given dif-
ferent numbers here to illustrate that, at a minimum, they are
different copies. A user may enter commands and information
into the computer 310 through input devices such as a key-
board 362 and pointing device 361, commonly referred to as
a mouse, trackball or touch pad. Other input devices (not
shown) may include a microphone (e.g., for voice control),
touchscreen (e.g., for touch-based gestures and other move-
ments), ranger sensor or other camera (e.g., for gestures and
other movements), joystick, game pad, satellite dish, and
scanner. These and other input devices are often connected to
the processing unit 320 through a user input interface 360 that
is coupled to the system bus, but may be connected by other
interface and bus structures, such as a parallel port, game port
orauniversal serial bus (USB). A monitor 391 or other type of
display device is also connected to the system bus 321 via an
interface, such as a video interface 390. In addition to the
monitor, computers may also include other peripheral output
devices such as speakers 397 and printer 396, which may be
connected through an output peripheral interface 395.

The computer 310 may operate in a networked environ-
ment using logical connections to one or more remote com-
puters, such as a remote computer 380. The remote computer
380 may be a personal computer, a server, a router, a network
PC, a peer device or other common network node, and typi-
cally includes many or all of the elements described above
relative to the computer 310, although only a memory storage
device 381 has been illustrated in FIG. 4. The logical connec-
tions include a local area network (LAN) 371 and a wide area
network (WAN) 373, but may also include other networks.
Such networking environments are commonplace in offices,
enterprise-wide computer networks, intranets and the Inter-
net.

When used in a LAN networking environment, the com-
puter 310 is connected to the LAN 371 through a network
interface or adapter 370. When used in a WAN networking
environment, the computer 310 typically includes a modem
372 or other means for establishing communications over the
WAN 373, such as the Internet. The modem 372, which may
be internal or external, may be connected to the system bus
321 via the user input interface 360, or other appropriate
mechanism. In a networked environment, program modules
depicted relative to the computer 310, or portions thereof,
may be stored in the remote memory storage device. FI1G. 4
illustrates remote application programs 385 as residing on
memory device 381. The network connections shown are
exemplary and other means of establishing a communications
link between the computers may be used.

The computing environment 300 of FIG. 4 is only one
example of a suitable computing environment and is not
intended to suggest any limitation as to the scope of use or
functionality of the technology herein. Neither should the
computing environment 300 be interpreted as having any
dependency or requirement relating to any one or combina-
tion of components illustrated in the exemplary operating
environment 300.

The technology described herein is operational with
numerous other general purpose or special purpose comput-
ing system environments or configurations. Examples of
well-known computing systems, environments, and/or con-
figurations that may be suitable for use with the technology
herein include, but are not limited to, personal computers,
server computers (including server-client architectures),
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hand-held or laptop devices, mobile phones or devices, mul-
tiprocessor systems, microprocessor-based systems, set top
boxes, programmable consumer electronics, network PCs,
minicomputers, mainframe computers, distributed comput-
ing environments that include any of the above systems or
devices, and the like.

The technology herein may be described in the general
context of computer-executable instructions, such as program
modules, being executed by a computer. Generally, program
modules include routines, programs, objects, components,
data structures, and so forth that perform particular tasks or
implement particular abstract data types. The technology
herein may also be practiced in distributed computing envi-
ronments where tasks are performed by remote processing
devices that are linked through a communications network. In
a distributed computing environment, program modules may
be located in both local and remote computer storage media
including memory storage devices.

While the present invention has been described with refer-
ence to specific examples, which are intended to be illustra-
tive only and not to be limiting of the invention, it will be
apparent to those of ordinary skill in the art that changes,
additions and/or deletions may be made to the disclosed
embodiments without departing from the spirit and scope of
the invention.

The foregoing description is given for clearness of under-
standing only, and no unnecessary limitations should be
understood therefrom, as modifications within the scope of
the invention may be apparent to those having ordinary skill
in the art.

What is claimed is:

1. A computer-implemented method for authorizing access
by a client application to a resource of a user maintained on a
first server computing system, the client application being
implemented on a second server computing system, the
method comprising:

receiving a delegation message from the first server com-

puter system to initiate authorization of the access by the
client application;

issuing, in response to the delegation message, an authori-

zation message to the first server computer system, the
authorization message comprising an authorization data
package for redemption by the client application, the
authorization data package comprising first through
fourth integral delegation data specifying the user, the
client application, the resource, and a timestamp,
respectively;

receiving a redemption message from the second server

computing system comprising the authorization data
package;

conducting, with a processor, an analysis of the authoriza-

tion data package; and

sending an access token to the second server computing

system based on the analysis.

2. The computer-implemented method of claim 1, wherein
the authorization is registered via an entry in a database, and
wherein the access token is sent based on the analysis rather
than whether the database entry is available to the processor.

3. The computer-implemented method of claim 1, wherein
a record of a previous authorization for the client application
is present in a data store in communication with the processor
when the delegation message is received, and wherein the
access token is sent based on the analysis rather than the
record in the data store.

4. The computer-implemented method of claim 1, wherein
the authorization data package further comprises further inte-
gral delegation data indicative of a consent type of the autho-
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rization, the consent type identifying whether an administra-
tor set up the authorization on behalf of a plurality of
enterprise users, the plurality of enterprise users comprising
the user.

5. The computer-implemented method of claim 1, wherein
conducting the analysis comprises determining whether a
delegation entry in a delegation database exists for the user
based on the first integral delegation data.

6. The computer-implemented method of claim 1, wherein
conducting the analysis comprises verifying an account status
for the user based on the first integral delegation data.

7. The computer-implemented method of claim 1, wherein
the authorization data package is encrypted.

8. The computer-implemented method of claim 1, wherein
the authorization data package is configured as a binary large
object (blob) within the authorization message.

9. The computer-implemented method of claim 1, wherein
issuing the authorization message comprises serializing the
first through fourth integral delegation data in a parameter
string.

10. The computer-implemented method of claim 9,
wherein issuing the authorization message further comprises
compressing, encrypting, and signing the parameter string.

11. The computer-implemented method of claim 9,
wherein the parameter string has a Javascript Object Notation
(JSON) format.

12. The computer-implemented method of claim 1,
wherein the authorization data package is configured as a
refresh token and further comprises further integral delega-
tion data indicative of a duration of the refresh token.

13. The computer-implemented method of claim 1,
wherein the authorization data package further comprises
further integral delegation data indicative of a scope of rights
granted to the client application.

14. A system for authorizing access by a client application
to a resource of a user maintained on a first server computing
system, the client application being implemented on a second
server computing system, the system comprising:

a memory in which authorization instructions and redemp-

tion analysis instructions are stored; and

a processor coupled to the memory and configured to

execute the authorization instructions to issue, in
response to a delegation message from the first server
computing system to initiate authorization of the access,
an authorization message comprising an authorization
data package, the authorization data package compris-
ing first through fourth integral delegation data specify-
ing the user, the client application, the resource, and a
timestamp, respectively;

wherein the processor is further configured to execute the

redemption analysis instructions to:

conduct an analysis of the authorization data package in
response to a redemption message from the second
server computing system comprising the authoriza-
tion data package, the analysis comprising an evalu-
ation of the first integral delegation data to verify an
account status of the user; and

send an access token to the second server computing
system based on the analysis.

15. The system of claim 14, further comprising a data store
in communication with the processor and configured to reg-
ister the authorization via storage of a record in the data store,
and wherein the processor is configured to execute the
redemption analysis instructions to send the access token
based on the analysis rather than whether the record is avail-
able to the processor.
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16. The system of claim 14, further comprising a data store
in communication with the processor and configured to store
arecord of a previous authorization for the client application,
wherein the processor is configured to execute the redemption
analysis instructions to send the access token based on the
analysis rather than the record in the data store.

17. The system of claim 14, further comprising a data store
in communication with the processor and configured to store
a record of a previous authorization for the client application
based on administrator consent to future authorizations for a
plurality of enterprise users, the plurality of enterprise users
comprising the user, wherein the processor is configured to
execute the redemption analysis instructions to send the
access token based on the analysis and the record of the
previous authorization.

18. The system of claim 17, wherein the authorization data
package further comprises further integral delegation data
indicative of a consent type of the authorization, the consent
type identifying whether the administrator set up the autho-
rization on behalf of the plurality of enterprise users.

19. The system of claim 14, wherein the processor com-
prises first and second server computers in networked com-
munication with one another and configured to execute the
authorization and redemption analysis instructions, respec-
tively.

20. A computer program product for implementing a
method of authorizing access by a client application to a
resource of a user maintained on a first server computing
system, the client application being implemented on a second
server computing system, the computer program product
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comprising one or more computer-readable storage media
having stored thereon computer-executable instructions that,
when executed by one or more processors of a computing
system, cause the computing system to perform the method,
the method comprising:
receiving a delegation message from the first server com-
puter system to initiate authorization of the access by the
client application;
issuing, in response to the delegation message, an authori-
zation message to the first server computer system for
redemption by the second server computer system, the
authorization message comprising an authorization data
package, the authorization data package comprising
integral delegation data specifying the user, the client
application, the resource, a timestamp, and a consent
type, the integral delegation data being serially
arranged, compressed, encrypted, and signed in a
parameter string, the consent type being indicative of
whether an administrator authorized the access on
behalf of the user;
receiving a redemption message from the second server
computing system comprising the authorization data
package;
conducting an analysis of the authorization data package,
the analysis comprising an evaluation of the integral
delegation data to verify an account status of the user;
and
sending an access token to the second server computing
system based on the analysis.
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